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1. Your Assessment 
Your security assessment was carried out by Saima Amin between 15/01/2021 and 
18/01/2021. During this engagement, Saima has endeavoured to provide as much insight 
as possible, in line with the objectives, scope and constraints set out in this section.  

1.1. Description 

Personal Audit Systems Ltd (P.A.S. Ltd) are the UK’s market leader in benefits and expenses 

software. For this assessment they are looking to commission a review of their web 

application. P.A.S. Ltd have a requirement to perform a security assessment of their 

application to identify any potential or actual vulnerability to an attack launched across a 

computer network that could threaten the confidentiality, integrity or availability of the systems 

and their data. This will allow P.A.S. Ltd to close the issues in a planned manner, significantly 

raising the level of their security protection. 

1.2. Scope and Objectives 

This assessment will attempt to identify security issues in the design and implementation of 

web applications. This will help build a picture of the applications resilience to attack. 

Perform security testing and vulnerability assessment of the PAS Ltd application: 

• https://test.myp11d.com/ 

 

Production of relevant business and technical report(s) detailing findings and subsequent 

recommendations for relevant areas. 

  

https://test.myp11d.com/
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2. Executive Summary 
Penetration testing and vulnerability assessments are, by their very nature, highly technical 
activities that often result in the identification of technically complex security vulnerabilities 
and risks. Whilst in depth technical detail concerning these risks can be of considerable 
value to those directly responsible for remediating them, it is not always necessary when 
considering the broader business impact. Saima has therefore provided the following 
business focused summary, to draw attention to the most important risks facing P.A.S. Ltd.. 

Secarma performed a web application assessment against the P.A.S. Ltd web application.  

During the engagement, three (3) low risk vulnerabilities, and three (3) informational risks were 

discovered. 

A low-risk vulnerability relates to the transport of the communications between the client and 

server. This impacts the confidentiality and integrity of the data because a well-positioned 

attacker can intercept this communication and recover plain-text data. However, this attack is 

unlikely to happen due to the extensive resources required for it to be successful.  

Another low-risk vulnerability identified, related to best practices not followed or not in place. 

An attacker could extract internal information from the server such as file paths or 

certain hidden files stored in the server.  This could be leveraged by a malicious user to further 

expand the attack surface against the application or its users. 

The informational risks are due to a lack of system hardening, and whilst these issues did not 

necessarily relate to specific vulnerabilities, fulfilling the recommended changes can make the 

application more resilient to attacks.  

This report contains details of all the vulnerabilities discovered, their risk level and 

recommendations for corrective actions where appropriate. 

 

  



 

  

 Page 4 

CONFIDENTIAL Copyright © Secarma Limited 2021 

 

3. Technical Findings 
As with all risk and vulnerability assessments, the findings that Saima has compiled in this 
report, may not all represent the same potential risk to P.A.S. Ltd. Some will be purely 
informational, whilst others will expose the business to a varying degree of risk, depending 
on the associated technical and operational context. To aid you in deciding which of these 
issues require more immediate consideration, Saima has applied a risk rating scale, as well 
as their expert knowledge, in generating the following high-level view of the known risks 
facing P.A.S. Ltd. 

3.1. Applied Risk Matrix 

Total 6 
This is the total number of issues that Saima has 
identified as part of your assessment. 

   

Very High 0 
If exploited, these issues may critically undermine 
the technical and operational capability, as well as the 
reputational credibility of your business.  

   

High 0 
The exploitation of these issues could result in 
significant harm to your business.  

   

Medium 0 
If exploited, the impact to your business would be 
disruptive, but not likely to significantly undermine 
normal business operations.  

   

Low 3 
These issues are difficult to exploit or would result in 
little to no meaningful impact to your business, if 
they were. 

   

Info 3 
These are technical or operational realities, which 
characterise a meaningful deviation from standard 
practice, but do not represent a significant risk. 
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3.2. Risk Overview 

 


